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Decision/action requested

It is propose to approve the changes.
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Detailed proposal

To rapporteur: Might overlap with other contributions 
*** BEGIN CHANGES *** 

5.10
Authentication and Authorization

Editor’s Note: It is ffs whether the NOTEs on earlier generations should be kept.

The 5G system shall satisfy the following requirements. 

Editor’s Note: Requirements on emergency calls are ffs. 

Subscription authentication: The serving network shall authenticate the Subscription Permanent Identifier (SUPI) in the process of authentication and key agreement between UE and network.

NOTE: 
A similar requirement is already satisfied in 2G, 3G, and 4G. 

Serving network authentication: The UE shall authenticate the serving network identifier through implicit key authentication. 

NOTE: 
The meaning of ‘implicit key authentication’ here is that authentication is provided through the successful use of keys resulting from authentication and key agreement in subsequent procedures. 

NOTE: 
A similar requirement is already satisfied in EPS for 3GPP access networks. Clause 6 of the present document describes how it is achieved in 5G. The preceding requirement does not imply that the UE authenticates a particular entity, e.g an AMF, within a serving network. 

UE authorization: The serving network shall authorize the UE through the subscription profile obtained from the home network. UE authorization is based on the authenticated SUPI.

NOTE: 
This feature is already present in 2G, 3G, and 4G. 

Serving network authorization:

Serving network authorization by the home network: Assurance shall be provided to the UE that it is connected to a serving network that is authorized by the home network to provide services to the UE. This authorization is ‘implicit’ in the sense that it is implied by a successful authentication and key agreement run.

NOTE: 
This feature is already present in 3G and 4G. 

Editor’s Note: Serving network authorization by the UE is ffs.

Access network authorization: Assurance shall be provided to the UE that it is connected to an access network that is authorized by the serving network to provide services to the UE. This authorization is ‘implicit’ in the sense that it is implied by a successful establishment of access network security. This access network authorization applies to all types of access networks. 

NOTE: A similar requirement is already satisfied in EPS for 3GPP-defined access networks.

*** NEXT CHANGES *** 
6.1.4
Linking increased home control to subsequent procedures

6.1.4.1
Introduction 

The authentication and key agreement protocols mandated to support all provide increased home control, compared to EPS AKA in EPS. This increased home control comes in the following forms in 5G: 

-
In the case of EAP-AKA', the AUSF in the home network obtains confirmation that the UE has been successfully authenticated when the EAP-Response/AKA'-Challenge received by the AUSF has been successfully verified, cf. subclause 6.1.3.1 of the present document. 

-
In the case of 5G AKA, the AUSF in the home network obtains confirmation that the UE has been successfully authenticated when the Authentication Confirmation message received by the AUSF has been successfully verified, cf. subclause 6.1.3.2 of the present document. 

The feature of increased home control is useful in preventing certain types of fraud, e.g. fraudulent Update Location request for subscribers that are not actually present in the visited network. But an authentication protocol by itself cannot provide protection against such fraud. The authentication result needs to be linked to subsequent procedures, e.g. the location update procedure in some way to achieve the desired protection.

The actions taken by the home network to link authentication confirmation (or the lack thereof) to subsequent procedures are subject to operator policy and are not standardized.

But some guidance is given in this subclause as to what measures an operator could usefully take. Such guidance may help avoiding a proliferation of different solutions. 

The N13 interface shall support sending information from the AUSF to the UDM that a successful or unsuccessful authentication of a subscriber has occurred. 

NOTE: 
It may be sufficient for the purposes of fraud prevention to send only information about successful authentications, but this is up to operator policy.

*** NEXT CHANGES *** 

6.3.3.4
Distribution of subscriber identities and security data between 5G and EPS serving network domains

NOTE: 
No direct interworking between 5G networks and network of generations prior to EPS are foreseen. Therefore, only the interaction between 5G and EPS serving network domains is addressed here. 

The transmission of the SUPI in the clear is permitted between 5G and EPS core network entities if it has the form of an IMSI.

The transmission of any unmodified 5G security contexts to a EPS core network entity is not permitted. Details of security context transfer between EPS and 5G core network entities can be found in clause 8.

The transmission of any unused 5G authentication vectors to a EPS core network entity is not permitted. The transmission of any unused EPS authentication vectors to a 5G core network entity is not permitted.

NOTE: 
The rules above differ from the corresponding rules in 3GPP TS 33.401, clause 6.1.6: The latter allows forwarding of UMTS authentication vectors from an SGSN to an MME and back to the same SGSN under certain conditions. But this feature goes against a strict security separation of EPS and 5G domains. As its performance advantage is questionable it was not copied into 5G.

NOTE: 
Security context mapping between EPS and 5G serving networks is allowed, according to clause 8.

*** NEXT CHANGES *** 

8.1
General

As described in TS 23.501 [2], in order to interwork with EPC, the UE can operate in Single Registration or Dual Registration mode. 

When operating in Dual Registration mode, the UE shall independently maintain and use two different security contexts, an EPS security context to interact with the Evolved Packet System and a 5G security context to interact with the 5G System. Therefore, during inter-system mobility, when the target system is EPS, the UE shall take into use the EPS security context and hence all the security mechanisms described in TS 33.401 [10] are applicable. In the other direction, i.e. when the target system is the 5GC, the UE shall take into use the 5G security context and hence all the security mechanisms described in this specification are applicable.

When operating in Single Registration mode, there are two cases depending on the support of the N26 interface between the AMF and the MME. In both cases the security mechanisms described in all the subsequent subclauses are applicable.

*** NEXT CHANGES *** 

A.14.1
Idle mode mobility

This input string is used when there is a need to derive K'ASME from KAMF during mapping of security contexts from EPS to 5G at idle mode mobility. The following input parameters shall be used.

-
FC = 0x??

-
P0 = NAS Uplink COUNT value

-
L0 = length of NAS Uplink COUNT value (i.e. 0x00 0x04)

The input key shall be KAMF.

*** NEXT CHANGES *** 

A.14.2
Handover

This input string is used when there is a need to derive K'ASME from KAMF during mapping of security contexts from EPS to 5G at handovers. The following input parameters shall be used.

-
FC = 0x??

-
P0 = NAS Downlink COUNT value

-
L0 = length of NAS Downlink COUNT value (i.e. 0x00 0x04)

The input key shall be KAMF.

*** NEXT CHANGES *** 

A.15.1
Idle mode mobility

This input string is used when there is a need to derive K'AMF from KASME during mapping of security contexts from 5G to EPS at idle mode mobility. The following input parameters shall be used.

-
FC = 0x??

-
P0 = NAS Uplink COUNT value

-
L0 = length of NAS Uplink COUNT value (i.e. 0x00 0x04)

The input key shall be KASME.

*** NEXT CHANGES *** 

A.15.2
Handover

This input string is used when there is a need to derive K'AMF from KASME during mapping of security contexts from 5G to EPS at handovers. The following input parameters shall be used.

-
FC = 0x??

-
P0 = NAS Downlink COUNT value

-
L0 = length of NAS Downlink COUNT value (i.e. 0x00 0x04)

The input key shall be KASME.

*** END OF CHANGES *** 

